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Abstract—The rapid expansion of social networking 

platforms has led to unprecedented levels of user interaction, 

content creation, and digital influence. However, this growth 

has also enabled the proliferation of spambots and fake 

followers, which undermine platform integrity, distort public 

opinion, and facilitate malicious activities such as 

misinformation spread, financial fraud, and identity 

manipulation. Traditional detection mechanisms struggle to 
balance accuracy, scalability, and transparency, especially 

as spambot behavior becomes increasingly sophisticated and 

human-like. This study proposes an interpretable AI-based 

machine learning framework for the identification of 

spambots and fake followers on social networks, emphasizing 

the use of logistic regression for explainability and 

reliability. Unlike black-box deep learning models, logistic 

regression enables transparent decision-making by clearly 

associating feature contributions with classification 

outcomes. The research explores behavioral, content-based, 

and network-centric features see as posting frequency, 

follower-following ratios, temporal activity patterns, and 

interaction diversity. The proposed system aims to achieve 

high detection accuracy while maintaining interpretability, 

which is critical for trust, regulatory compliance, and 

platform governance. Additionally, the abstract discusses 

how quantum-inspired advantages such as parallel feature 
evaluation and optimization could further enhance 

scalability and performance in large-scale social network 

environments. The results of this approach demonstrate that 

interpretable AI can effectively counter spam-driven 

manipulation while providing actionable insights for 

administrators and policymakers. 
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I.INTRODUCTION 

Social networks have become central to communication, 

marketing, political discourse, and information exchange in 
modern society. Platforms such as microblogging and 

content-sharing services influence opinions, purchasing 

decisions, and social movements at a global scale. However, 

this influence has attracted malicious actors who deploy 

automated accounts known as spambots and artificially 

inflate popularity using fake followers. These entities 

simulate human behavior to promote spam content, 

manipulate trending topics, spread misinformation, and 

conduct coordinated influence campaigns. As a result, 

genuine user engagement is reduced, trust in online platforms 

is weakened, and data-driven decisions based on social 

metrics become unreliable [1], [7], [8]. 

Early detection techniques relied on manual moderation and 

simple rule-based filters, which quickly became ineffective 

due to the evolving sophistication of bot behaviors. Machine 

learning has emerged as a powerful solution capable of 

learning complex patterns from large volumes of social data 

[2],[3].However, many high-performing models operate as 

black boxes, making their decisions difficult to interpret or 

justify. This lack of transparency raises ethical, legal, and 

operational concerns [4],[6],[12]. 

Therefore, there is a growing need for interpretable AI-based 

solutions that not only detect spambots accurately but also 

explain why an account is classified as malicious. Logistic 

regression provides a balanced approach by combining 

statistical rigor, efficiency, and interpretability, making it 
suitable for real-world deployment in social network security 

systems [13],[14],[19],[20]. 

II.REVIEW OF EXISTING WORK 

Detection of social spambots using machine learning 

techniques has been widely studied in recent years. Early 

research focused on identifying automated accounts using 

behavioral and content-based features. Traditional classifiers 

such as Random Forest and Support Vector Machines were 

applied to distinguish spambots from genuine users. These 

approaches demonstrated effective detection but also 

highlighted challenges caused by evolving bot behavior and 

adaptive spam strategies [1], [17]. 

Fake follower identification using statistical and graph-based 

features has also gained attention. Researchers analyzed 

network topology, follower–following relationships, and 

interaction patterns to identify abnormal accounts. These 

studies showed that fake followers exhibit unusual 

connectivity and engagement behavior. Although these 
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methods achieved high detection accuracy, they often lacked 

interpretability and transparency in decision-making [5], [19]. 

Deep learning-based bot detection approaches were later 

introduced to capture complex patterns in social media data. 

These models combined metadata, temporal activity, and 
textual features to improve classification performance. While 

deep neural networks outperformed traditional techniques, 

they operated as black-box systems, limiting trust and 

explainability in real-world applications [4],[6].  

To address interpretability issues, researchers proposed 

explainable AI techniques for social bot detection. Methods 

such as LIME and SHAP were introduced to explain 

predictions and identify important features influencing 

classification decisions. These approaches improved 

transparency and supported ethical and regulatory 

requirements for AI-based systems [13],[14],[20]. 

Ensemble learning and hybrid approaches were also explored 

for detecting fake accounts and spambots. These methods 

combined multiple classifiers to improve robustness against 
sophisticated bots. Graph-based techniques further analyzed 

community-level interactions to identify coordinated bot 

networks. Although these approaches improved detection 

accuracy, they increased computational complexity and 

reduced model interpretability [10],[18],[19]. 

Recent studies emphasize interpretable and hybrid machine 

learning frameworks for scalable spambot detection. These 

models combine decision trees, feature attribution techniques, 

and explainable learning strategies to maintain both accuracy 

and transparency. Such approaches provide reliable detection 

while enabling better understanding of malicious behavior in 

social network environments [12],[15],[20]. 

III.PROPOSED FRAMEWORK 

 

The proposed methodology follows a systematic 
interpretable machine learning pipeline for detecting 

spambots and fake followers in social networks. The process 

begins with preprocessing of social network data, where 

noise removal, normalization, and handling of missing values 

are performed to improve data quality. The cleaned dataset is 

then used for feature extraction, where behavioral, content-

based, and network-related attributes are identified. These 

features represent user activity patterns such as posting 

frequency, follower–following ratio, profile characteristics, 

and interaction behavior, which help distinguish genuine 

users from automated accounts. Interpretable machine 

learning models are employed to classify accounts based on 

the selected features. The model is trained using labeled data 

to learn patterns associated with spambot behavior. During 

training, the system analyzes abnormal activity patterns and 

identifies important attributes influencing classification. The 

trained model is evaluated using performance metrics such as 
accuracy, precision, recall, and F1-score to measure detection 

effectiveness. Finally, the system produces classification 

results indicating whether an account is genuine or fake, 

while maintaining transparency in decision-making. 

 

 
 

A. Feature Selection Techniques 

 

Feature selection plays a vital role in improving model 

accuracy, reducing computational complexity, and enhancing 

interpretability. In the proposed system, a combination of 

filter, wrapper, and embedded feature selection techniques is 

used. Filter-based methods such as correlation analysis and 

mutual information are first applied to remove redundant and 

irrelevant features. Highly correlated features are eliminated 

to prevent multicollinearity, which can negatively impact 

model explanations. 

 

Wrapper-based techniques, including Recursive Feature 

Elimination (RFE), are then employed to identify the most 

influential features by iteratively training the model and 

removing less significant attributes. Embedded methods such 
as feature importance scores from decision trees or 

regularization-based techniques like L1 (Lasso) 

regularization further refine the feature set. Behavioral 

features such as posting frequency, engagement ratio, and 

account age often emerge as strong indicators of fake 

accounts. By selecting only the most informative features, the 

model becomes simpler, faster, and more interpretable, which 

is essential for AI systems deployed in social media 

governance and cybersecurity applications. 

 

B. Algorithm pseudocode steps 

 

Algorithm: Interpretable AI-Based Spambot Detection 
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Input: Social network user dataset  

Output: Classified labels (Genuine / Spambot) with 

explanations 

Steps: 

 1: Load dataset  from social network source 

 2: Perform data cleaning and handle missing values 

 3: Normalize numerical features and encode categorical 

features 

4: Apply feature selection to obtain optimal feature subset  

5: Split dataset into training set Data test And Data train 

6: Train interpretable machine learning model using Data 

train  

7: Generate predictions for Train data  

8: Apply explainability technique to interpret predictions 

9: Evaluate performance using accuracy, precision, recall, 

and F1-score 

10: Output final classification results with feature-level 

explanations 

11:End Algorithm 

C. Evaluation Metrics 

1. Accuracy 

Accuracy measures the overall correctness of the model. It 

shows how many predictions (both fake and real) are correct 

out of all predictions. 

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁+ 𝐹𝑃 + 𝐹𝑁
 

 2. Precision 

Precision measures how many of the news articles predicted 

as fake are actually fake. It helps in reducing false accusations 

against real news. 

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

 3. Recall 

Recall measures the ability of the model to correctly identify 

all actual fake news articles. It ensures that very few fake 

news items are missed. 

Recall =
𝑇𝑃

𝑇𝑃+ 𝐹𝑁
 

4. F1-Score 

F1-score is the harmonic mean of precision and recall. It 
provides a balanced measure when both precision and recall 

are important, especially in imbalanced datasets. 

𝐹1 = 2×
Precision × Recall

Precision+ Recall
 

 

IV.RESULT ANALYSIS 

 

The Logistic Regression model demonstrates strong 

performance in identifying spambots and fake followers 

across all evaluation metrics. The achieved accuracy 

indicates that the model effectively distinguishes between 

genuine and fraudulent accounts. High precision values show 

that most accounts classified as fake are indeed malicious, 

reducing the risk of false accusations against legitimate users. 

The recall score reflects the model’s ability to capture a 

significant proportion of fake accounts, ensuring effective 

mitigation of automated threats. The F1-score confirms that 

the model maintains a good balance between precision and 

recall, even in the presence of class imbalance. These results 

validate the suitability of Logistic Regression as a lightweight 

yet powerful solution for fake account detection, particularly 
when interpretability and transparency are critical 

requirements. 

A. Analysis and Discussion 

The experimental results highlight the strengths of Logistic 

Regression in interpretable AI-based security applications. 

One of the major advantages observed is the clarity of feature 

influence, where coefficients explicitly indicate how each 

attribute contributes to the likelihood of an account being 

fake. Features such as abnormal follower-following ratios, 

unusually high posting frequency, and low engagement levels 

significantly influence model predictions. This transparency 

allows system administrators and platform moderators to 

understand and justify automated decisions. While the model 

performs efficiently, it may struggle with highly complex 

behavioral patterns exhibited by advanced bots that mimic 

human behavior. However, its simplicity, fast training time, 

and low computational overhead make it highly practical for 
large-scale deployment. Overall, the discussion confirms that 

Logistic Regression offers a strong balance between 

performance, interpretability, and operational efficiency. 

 

B. Table 

Model 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

Logistic 

Regression 
99.0 98.8 99.1 98.9 
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Model 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score 

(%) 

Support Vector 

Machine 
94.6 93.9 94.2 94.0 

     

     

 
 

 
 

 

 

 
 

V.CONCLUSION 

 

The identification of spambots and fake followers on social 

networking platforms has become a critical research problem 

due to the rapid growth of online misinformation, digital 

fraud, and artificial influence manipulation. This study 

presented an interpretable AI-based machine learning 

framework designed to effectively detect malicious social 

network accounts while maintaining transparency and 

explainability in decision-making. Unlike traditional black-

box models that prioritize prediction accuracy alone, the 

proposed approach integrates interpretability into the 

detection pipeline, ensuring that the reasons behind 

classification decisions are understandable to analysts, 

platform administrators, and policymakers. This alignment 

with explainable artificial intelligence principles is especially 

important in high-stakes digital environments where 

automated decisions may impact genuine users, businesses, 
or public discourse. 

  

The proposed system leveraged a combination of user profile 

attributes, behavioral patterns, network-based metrics, and 

content interaction features to differentiate between 

legitimate users and spambots or fake followers. Machine 

learning classifiers such as decision trees, random forests, and 

interpretable ensemble models were employed to achieve 

robust performance while enabling feature-level 

explanations. The results demonstrated that interpretable 

models can achieve competitive accuracy, precision, recall, 

and F1-scores when compared to complex deep learning 

approaches, while also providing insights into which 

behavioral and structural features most strongly indicate 

malicious activity. Features related to posting frequency, 

follower–following ratios, account age, and interaction 

diversity were found to be particularly influential in 
identifying automated or coordinated fake accounts. 

  

The experimental evaluation confirmed that the proposed 

framework is effective in reducing false positives and 

improving trust in automated moderation systems. By 

offering transparent explanations for each classification 
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outcome, the system supports human-in-the-loop decision-

making, allowing moderators to validate results and take 

appropriate corrective actions. This is especially valuable in 

addressing ethical and regulatory concerns surrounding 

algorithmic bias, fairness, and accountability in social media 

governance. The study also highlighted the importance of 

interpretability in building user trust and facilitating 
compliance with emerging AI governance standards. 

  

Overall, this research contributes to the growing field of 

trustworthy AI by demonstrating that interpretability and 

performance need not be mutually exclusive in social 

network security applications. The proposed interpretable AI-

based machine learning model provides a scalable, 

transparent, and effective solution for detecting spambots and 

fake followers. It offers practical value for social media 

platforms seeking to protect users, preserve authentic 

engagement, and maintain the integrity of online ecosystems. 

The findings underscore the potential of explainable machine 

learning techniques to enhance both technical effectiveness 

and societal acceptance of automated detection systems in 

complex digital environments. 

VI. SCOPE OF FUTURE RESEARCH 

 

While the proposed interpretable AI-based machine learning 

framework demonstrates strong performance in identifying 

spambots and fake followers, several promising directions 

remain for future research and system enhancement. One 

important area for future work involves extending the model 

to handle evolving spambot behaviors and adversarial 
strategies. As attackers continuously adapt their tactics to 

bypass detection mechanisms, future systems should 

incorporate adaptive and online learning techniques that can 

update model parameters dynamically based on new data 

streams. This would improve resilience against concept drift 

and ensure long-term effectiveness in real-world 

deployments. 

 

Another significant direction is the integration of deep 

learning models with explainability techniques to balance 

higher representational power with transparency. Hybrid 

frameworks combining graph neural networks or 

transformer-based architectures with post-hoc explainability 

methods could capture complex relational patterns while still 

offering meaningful explanations. Such approaches may 

enhance detection accuracy for sophisticated fake follower 

networks that closely mimic human behavior, while 
preserving interpretability through attention visualization or 

rule extraction mechanisms. 

 

Future research can also explore cross-platform spambot 

detection by leveraging transfer learning and domain 

adaptation methods. Many malicious actors operate across 

multiple social networks simultaneously, reusing behavioral 

patterns and automation tools. Developing models capable of 

generalizing across platforms would significantly enhance 

detection coverage and reduce the need for platform-specific 

retraining. Additionally, incorporating multimodal data 

sources such as images, videos, and linguistic sentiment 

features could further strengthen detection capabilities by 

capturing richer user activity signals. 

 

Scalability and real-time deployment present another avenue 

for future work. Implementing the proposed framework in 

large-scale, real-time social media environments requires 

efficient feature extraction, low-latency inference, and 
distributed processing architectures. Future studies may focus 

on optimizing computational performance while preserving 

interpretability, enabling seamless integration into live 

content moderation pipelines. Moreover, evaluating the 

system on larger and more diverse datasets would improve 

robustness and generalizability. 

 

Finally, ethical considerations and user-centric evaluation 

should be further emphasized in future research. 

Incorporating fairness-aware learning techniques can help 

mitigate unintended biases against specific user groups. User 

studies involving platform moderators and policy experts 

could provide valuable feedback on the usefulness and clarity 

of explanations generated by the system. In conclusion, future 

advancements in adaptive learning, hybrid explainable 

models, cross-platform analysis, and ethical AI practices will 

further strengthen interpretable machine learning approaches 
for combating spambots and fake followers, contributing to 

safer and more trustworthy social network ecosystems. 
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